YTBepxaa
op MBOY «Cpennss
kos1a Ne 73 um. K. /1.
V' Hlykina»
0.B. Pa0uesa
o] 0109.01.2022 1.

[TpunaTo

Ha 3acenanun O61iero codpanus
paOGOTHUKOB LIKOJIbI

IMportokos Ne 1 o1 09.01.2022 1.

0P

MOJOXKEHUE
00 o0ecrneueHUu 0€30NACHOCTH NEPCOHAJIBHBIX AAHHbIX
npu ux 06padorke B MHGOPMAUMOHHBIX CHCTEMAX MEPCOHATBHBIX TAHHBIX

MOY «Cpeauss o6meobpaszoBaTe/ibuas wkoaa Ne 73 um. K.J1. lHykmuna»

|. Hacrosuee [lonoxenne ~pazpaboTaHo B COOTBETCTBUH ¢ DeepaibHbiM
sakoHOM OT 29.12.2012 No 273-®3 «O06 obpasosaHun B Poccuidckoi
Denepainy, PejlepaibibiM - 3aKOHOM 0T 27.07.2006  Ne  152-03 «O
MEPCOHAIbHBIX  JAHHBIX»,  WHbIMH desepalibHbIMA - M PETMOHAJIBHBIMA
HOPMATHBHLIMK aKTaMu B C(hepe 3allnThl NEPCOHAIBHBIX JIAHHBIX, MOJIMTUKOM
06paboTku nepcoHasbhbIX Aantbix MOY «COLI Ne 73 um. K JI. HlykmnHa» u
ycTaHapiuMBaeT TpeboBaHus K 00eCHeueHHIo 0e30MacHOCTH  NEPCOHAIbHBIX
JIAHHBIX NpU KX 00paboTKe B MH(POPMALMOHHBIX CUCTEMAN MEPCOHATBLHBIX JAHHBIX
MOY «COILL No 73 um. K.JI. llykmmna». npeactapistolinx co00H COBOKYMHOCTD
MepCOHATBHBIX AAHHBIX, COJEPIKALIMXCA B 0a3ax JaHHBIX. & TaKKe HH(POPMALIMOHHbBIX
TeXHOJOTHH M TEXHUUECKMX CPEACTB. MO3BOMSIOIMX OCYIECTBAATL 00padoTKy TakuX
MepCOHAbHBIX JAHHBIX € MCMOb30BAHUEM CPEICTB  aBTOMATH3ALMM (nanee -
MH(OPMALIMOHHBIE CUCTEMbI).

[Moq  TEeXHHUECKMMH  CPEACTBAMH.  [O3BOJSIOUMMM  OCYILECTBAATL  00paboTKy
MepCoOHAIbHBIX  JAHHbIX,  [OHAMAIOTCH  CPCACTBA BbIYMCIIUTEILHOW  TEXHUKH.
HH(OPMALMOHHO-BbIYHCIUTEILHBIC KOMIICKChI M CETH. CPEICTBA U CUCTEMbI TIEPEaAH.
npreMa M 0OpabOTKM MEPCOHAIbHBIX JAHHBIX (CPEICTBA M CHUCTEMbI 3BYKO3ANMCH.
3BYKOYCHJIEHHS, 3BYKOBOCTIPOM3BEICHHS. IEPETOBOPHBIC U TCJACBUZHOHHbIC yCTpOKCTRA.
CPEACTBA M3FOTOBICHHMS. TUPAKUPOBAHKS IOKYMEHTOB W /IPYIHE TEXHUUCCKHE CpL/cTBa
00paboTkKM pedeBOr, TrpahMUECKON. BHIACO- H OyKBEHHO-LM(PPOBON  MH(DOPMALIUA).
NpOrpaMMHble  CpeACTBa (ONEpPalMOHHbIC CUCTEMbL.  CHCTEMbI  yNPaB/ICHNA Gazamu
JAHHBIX M T.I.), CPEACTBA 3ALUMTbI HH()OPMALMU. TIPUMEHACMbIC B HH(GOPMALLMOHHbBIX
cucTemMax. ‘

2. Be3onacHoCTb  MEPCOHANbHBIX  JAHHBIX ~ JIOCTHIAeTCs  MYyTEM  MCKIHOHCHHA
HECAHKLIMOHUPOBAHHOIO, B TOM HUC/E CAYHAHHOr0. J0CTYMNa K NEPCOHATbHBIM JaHHbIM.
pe3y1bTaTOM KOTOPOrO MOKET CTaTb YHWUUTOKCHHC, HM3MEHCHHUE, 6/I0KUPOBAHKE,
KOMMPOBAHME,  PACMPOCTPAHEHME  MEPCOHANBHBIX — JIaHHbBIX, @  TalKe  WHBIX
HecaHKuMOHMpOB'éHHblx JICUCTBUM.

Be30nacHOCTb MEPCOHANBLHBIX JI@HHBIX NpH WX 00padoTke B UHMOPMALLMOHHbBIX
cuctemax MOY «COLI No 73 um. KJ1. Hlykiunna», odecneqnBaetes ¢ MOMOULbIO
CHCTEMbBI 3aLIMTBl EPCOHAIbHBIX JaHHBIX. BKIIOHAIOUCH OPraHu3alHOHHBIC MCPbl H
cpejACTBA  3alUMTbl  MH(OpPMAUMM (B TOM 4MCle  CPEACTBA - NPEAOTBPALLCHMS
HECAHKLIMOHMUPOBAHHOIO JI0CTYNA., YTEYKM MH(OPMALMK 110 TEXHUYCCKUM KaHalam.
MPOrPAMMHO-TEXHHHECKUX  BO3IACHCTBHI  HA  TCXHMYCCKME  CPC/CTBA 00padoTKK




[MEepCOHAIbHBIX JAHHBIX), @ TAKKE MCIOIb3YEMbIC B MH(POPMALIMOHHON  cucTeMe
nH(GOPMALIMOHHbBIE TEXHOIOIHH.

TexHuueckue ¥ MPOTPAMMHBIC — CPEICTBA  3aLMTBI  JIOJKHBL - YIOBIACTBOPATE
YCTaHABIMBAEMbIM B COOTBETCTBUM € 3aKOHOAATEILCTBOM Poccuiickoit Penepalinn
TpeGoBaHMsAM, OOECTICHMBAIOLLUM 3aLIUTY nH(popmaLmny.

Jlns obGecriedenns GE30MaCHOCTH  MEPCOHAIBHBIX  AaHHBIX TIpK - nX obpaboTke B
MHGOPMALIMOHHBIX CHCTEMAX LIKOJIbl OCYIECTBISETCA 3aLLMTa peueBoi HHpOpMaLKK 1
uHpopmatmK, 00padbaTbIBAEMON TEXHUUCCKMMU CPEACTBAMM. & TAKAC UH(POpPMALIKH,
Mpe/CTaBAeHHON B BUAE MHPOPMATUBHBIX DICKTPUHCCKUX  CHIHAJIOB. Gu3znyecKux
nonei, HocuTesel Ha Oy MaKHOW, MarHUTHOM. MarHUTOONTUUECKON M MHOM OCHOBE.

3. MeTo/ibl 1 CHOCOOb! 3alUUTbl HH(OPMALMK B MHPOPMALMOHHBIX CHCTEMAX LIKOIbI
YCTAHOBJIEHbl B COOTBETCTBMM  C tpeGoBanusimu  DesiepanbHOM cnyxOon  no
TEXHHUUECKOMY M 9KCMOPTHOMY KOHTPOMO W PeaepaibHoi ciy:k0oi Oe30nmacHoOCTH
Poccuiickon Denepatinu. . '
JlOCTATOMHOCTb NPUHSATBIX Mep T10 00ecreueHnio 6€3011acHOCTH NEPCOHATBHDIX JAHHbIX
npu ux oOpaboTke B MH(bop.\mﬁMOHHblx CcUCTeMax IIKOJbl  OLEHWBACTCS  [1pH
MPOBEAEHHH FOCY1aPCTBEHHOIO KOHTPOIA M HAB0PA.

4. PaGoThl 1o obecrneyeHnto 0e30MacHOCTH NEPCOHATbHBIX JAaHHbBIX TIPH WX 00paboTKe B
MH(GOPMALMOHHBIX CHCTEMaX sBJIAIOTCS HEOTHEMIEMON HACTbIO PadoT MO CO31aHUIO
MH(GOPMALIMOHHBIX CHCTEM LLIKOIbI.

5. Cpeacrtsa 3auMTbl MHOOPMALMK. TIPUMCHSCMbBIC B MHPOPMALIMOHHbBIX CHCTEMAX
WKOAbl JOJKHBI B YCTAHOBJICHHOM HOPS/KE MPOXO/NTH  MPOUCIYPY  OUCHKH
COOTBETCTBHS.

6. WHpOpMALMOHHbBIE  CHUCTEMbI  LIKOIbI kaaccuPUUMPYIOTCS B CTPYKTYPHbIX
MOApa3e/eH!aX, OCYIIECTRASIOWMX 00padoTKy MEPCOHANbHBIX  AAHHDBIX. 2 TaKke
onpeiessiolMX  UeAr W COJACpKAHUC 00paGOTKH  NEPCOHANIbHBIX  JIaHHbIX. B
3aBUCHMOCTH OT OObema 00pabarbiBaeMbiX WMH MEPCOHAIbHBIX JAHHBIX M yIpoOs3
6e30MACHOCTH KM3HEHHO BAKHBIM HHTEpEecam pabOTHMKOB 1IKOJbI  00liecTsa w
rocylapcTaa B Le10M.

[TopsiioK TpOBeCHHUs KJlacCH(UKaLMK MH(POPMALIMOHHBIX  CUCTEM  LLIKOJIbI J10JIFKCH
cooTBeTCTBOBATL Tpebosanusam coBmecTHoOro llpukasa deaepanbHOR  CayKOOH 10
TEXHUUECKOMY M HKCMOPTHOMY KOHTpoJo. PeaepanbHok ciyk0oi  0e30nacHOCTH
Poccuitckoit deaepaunn 1 MUHHCTEPCTBOM HH(POPMALMOHHBIX TEXHOJOIMI 1 CBSI3H
Poccuitckoit Peaepaumnn ot 13 despans 2008 roaa Ne35/86/20 «O0 yTBepKACHUH
[Mopsiaka npoBeieHus KkaaccuPurainn  MHPOPMALMOHHBIX  CHCTEM - FICPCOHATLHBIN
JA@HHBIX.

7. OGMeH MEPCOHATBHBIMM JaHHBIMU 1IPH X 00padoTKE B UH(MOPMALMOHHbIX CHCTEMAX
LIKOJIbI OCYLUECTRISIETCS M0 KaHAAaM CBA3M. 3allliTa KOTOPBIX obecrieunBaeTes nyTem
peanu3aldy  COOTBETCTBYIOLIMX — OPraHW3ALMOHHBIN - MEp W TyTCM MPUMEHEHUS
TEXHUYECKUX CPEJICTB. .

8. Pasmerenre MH(GOPMAUMOHHBIX CUCTEM LIKOIIbI CMCUHAIBHOC ofopy/l0BaH1e H
OXpaHa MOMeleH!i, B KOTOpbIX BeAeTes pabora ¢ MEpCOHANbHBIMK - JaHHBIMM,
opraHusalus pexuma obecriedeHus 0e30MacHOCTH B ITUX  TIOMCIUCHUAX - JOTAHDI
0becreunBaTh COXPAHHOCTb HOCUTENEH NEPCOHANBHBIX JAHHBIX W CPCACTE 3alLMTDI
MHPOPMALIMU, & TAKKE MCKII0HATh BO3MOKHOCTH HEKOHTPOJIMPYEMOTO HPOHHKHOBCHN
WK NPeObIBAHMS B YTUX MOMELLCHUSX MOCTOPOHHUX JTHIL

9. Bo3MOskHbIE KaHAIbl yTeUKH HHPOPMALUK 1P 00padOTKE 1IEPCOHAILHBIX JAHHBIX B
NHPOPMALMOHHBIX  CUCTEMAX  LIKOJIbl  ONPEACIIOTCS desepaibHOR - cayKO0H 110



TEXHUYECKOMY M SKCIOPTHOMY KOHTpoJ0 1 DejepanbHoi cnyxOoi OezonacHocTy
Poccuiickoit deaepalimu B npeaeiax ux noJIHOMOYMM.

10. Be3onacHOCTb MEPCOHAbHBIX JaHHbIX MpU MX 00paboTke B MHPOPMALMOHHON
CUCTEME LLIKOJbl OOECreYruBaeT JUI0. KOTOPOMY Ha OCHOBaHWW J10roBOpa riasa
aAMMHMCTPALMKM  nopydaer — o0paboTKy — NepcoHalbHbIX — JlaHHbIX  (j1anee -
YMOJHOMOYEHHOE JAKL0). CyLIECTBEHHBIM YCIOBUEM J10rOBOPA SBSETCS 00SI3aHHOCTD
YIOJHOMOUEHHOTO JIMlla 00ecreynTh KOH(PUAECHUHAILHOCTh MEPCOHANbHbBIX JaHHbIX W
ux GesonacHocThb npu 06padboTke B MHPOPMALIMOHHON CUCTEME LIKOJIbI.

I1. Tlpu oOpabGoTke MepcoHaNbHbIX JaHHbIX B MH(OPMALIMOHHOW CHUCTEME [IKO/IbI
JIOJIKHO ObIThH 00ecneyeHo: '

a) MpoBe/ACHHUE MEPOTPHUSITHH. HarnpaB.ICHHbIX Ha npe/10TBpallleHUE
HECAHKLIMOHUPOBAHHOIO J0CTYNA K [EPCOHAIbHBIM JaHHBIM W (M/K) nepeaada ux
JIMLIAM, HE UMEIOLIIMM NpaBa J0CTyna K TakoW HH(POPMaLIMK;

6) cBoeBpeMeHHOE 00HApYXKeHME (PAKTOPOB HECAHKLIMOHUPOBAHHOTO JOCTYIIA K Takou
uH(pOpMALKH; ’

B) HEIOMYLIEHWE BO3JACHCTBHS HA TEXHHUYCCKHE CPEACTBA  ABTOMATH3MPOBAHHOI
00pabOTKK MEPCOHAIbHBIX JI@HHBIX. B PE3YJIbTaTe KOTOPOr0 MOXKET ObITh HAPYIICHO WX
(GYyHKUMOHUPOBAHUE;,

r) BO3MOXKHOCTb HE3aME/UIMTEILHOMO  BOCCTAHOBICHWUSA  MEPCOHAbHBIX  JlAHHbIX.
MOJIM(PULMPOBAHHBIX WM YHUUYTOKEHHBIX BCIEACTBME HECAHKIIMOHWPOBAHHOIO JI0CTYTIA
K HUM;

J1) TOCTOSIHHBIA KOHTPOJIb 00€CreyeHust YPOBHs 3aLLMILEHHOCTH NMEPCOHAIBHbBIX JaHHbIX.
12. Meponpustust 1o odecnedeHnto 0e30MacHOCTH TIEPCOHAIbHBIX JIAHHBIX TPH KX
00paboTKe B MHPOPMALIMOHHBIX CHCTEMAX LLIKO/Ibl BK/IIOHAET B ceds:

a) onpeaeieHue yrpo3 0O€30MacHOCTH MEPCOHAIBbHBIX JI@HHBIX [PH WX 00paboTke w
(GopmMHUpOBaHUE HA KX OCHOBE HACTHOW MOJIE/IH YIPO3:

6) pa3pabOTKy Ha OCHOBE YaCTHOW MO/EIM YIPO3 CUCTEMbl 3alMThl NEPCOHATbHBIX
JaHHbIX, 00ecTeuuBarollel HEUTpanu3aurio NpearoaraeMblX yrpo3 ¢ UCIoab30BaHUe
METO/I0B M CMOCOGOB 3aLUMThl NEPCOHANBLHBIX JAAHHbIX. NPEAYCMOTPEHHbBIX JUISt TPEThEro
Kj1acca MH(MOPMALIMOHHBIX CHCTEM:

B) MPOBEPKY TOTOBHOCTH CPEACTB 3aLIMTbl  MUH(DOPMALMKW K  UCIOJIL30BAHUIO €
COCTABJICHHUEM 3aKAHOHUEHMS O BOZMOKHOCTH UX IKCITyaTaALMK:

) YCTAHOBKY M BBOJL B IKCIAYATALMIO CPEACTB 3alUThl MH(POPMALIMK B COOTBETCTBUU €
IKCMIYaTALMOHHO—TEXHUYECKON 1IOKYMEHTALLMEN:

1) 00y4eHHE JIMIl, MCMOIB3YIOUIMX CPEACTBA 3aLUUThl UH(OPMALUHK, NPUMEHACMbIC B
MH(DOPMALMOHHbBIX CUCTEMAX. MpaBuiIaM padoThl ¢ HUMMU:

€) Y4YeT TPHUMEHSCMbIX CPEACTB  3alUMTbl  MH(OPMALMK.  IKCIIYATALMOHHOK U
TEXHUYECKOW IOKYMEHTALMKU K HUM. HOCHTE/IEH 1IEPCOHATBHbBIX JaHHbIX:

K) YYET JIMLL. JIONYLIEHHbIX K padoTe ¢ NePCOHATbHBIMUA AaHHBIMU B MHPOPMALLMOHHOM
CUCTEME; .

3) KOHTPOJb COOJIIOCHHS YCIOBUH HCMOIb30BAHNS CPEJICTB 3alUWTbl MH(OPMALIMK,
MPEAYCMOTPEHHbBIX IKCITYATALLMOHHON U TEXHUUECKOH JIOKYMEHTAILMEN!

M) pa3dUpaTebCTBO M COCTABACHHUE 3AKIIOUYEHUH 10 (pakrtam HecOOI0AEHHUs YyCIIOBUM
XpAHEHUS HOCUTENEH MepCOHaIbHbIX JaHHbIX. WCIOJIB30BAHWE CPEACTB  3ALUMUTDI
uHopMaLMK, KOTOPbIE MOIYT MNPHUBECTH K HApPYLIEHUIO KOH(QWACHUUAILHOCTH
MEePCOHANbHBIX AAHHBIX WM APYTUM HAPYLICHUSIM. MPUBOASILIMM K CHHUKEHHUIO YPOBHS
3aUMUICHHOCTH  MEPCOHANBHbBIX  JaHHbIX.  pa3pabdoTky W [PUHSATHE  Mep 110
MPEAOTBPALLEHUIO BOSMOKHbBIX OMACHBIX MOCJICACTBUI 110,100HBIX HAPY LLIEHHNA:



K) OMTMCAHWE CUCTEMbI 3aLLWTbI MEPCOHATbHBIX TaHHbIX.

13.Jlna,  J0CTYN  KOTOPbIX K [EPCOHAIbHBIM  JaHHbIM.  00padarbiBaeMbiM B
MHPOPMALMOHHON CUCTEME, HEOOXOAMM IS BBINOIHEHUS CIY/KEOHBIX (TPY10BbIX)
00SI3aHHOCTEMN, JIOMYCKAIOTCSl K COOTBETCTBYIOLIMM  MEPCOHAIBHBIM - AaHHBIM  Ha
OCHOBAHWM CITUCKA, YTBEPKACHHOIO JAUPEKTOPOM LIKOJIbI.

14. 3anpockl nosnb3oBaTeaeid MHOOPMALIMOHHON CUCTEMbI HA M0JY4YEHUE NEPCOHANIbHBIX
JAHHBIX, BKJIIOYAA JIMLL. YKa3aHHbIX B MYHKTC |3 HacTosiiero [Tonoxkenus, a Takxe
(GaKTbl MPEeAOCTABACHHS MEPCOHAIBHBIX JAaHHBIX 10 ITUM 3a1POCam PErueTpupyroTes
ABTOMATHU3UPOBAHHLIMK  CPEACTBAMKU  UH(POPMALMOHHON CHCTEMbI B 3JIEKTPOHHOM

kypHane — obpauienuit.  CojepkaHue — IEKTPOHHOrO — sKypHajna — oOpalleHnH

[EPUOMYECKH MPOBEPSETCS IMPEKTOPOM LIKOTbI.

15. Ilpn oOHapysKeHHMK HAPYLICHUI NOPS,/1KA NPEIOCTABICHUS MIEPCOHAIbHBIX 1AHHBIX
JMPEKTOP LIKOJIbl WM YNOTHOMOYEHHOE [IMILO HE3aME/UTMTEIbHO [TPHOCTAHABIMBACT
NPEAOCTAB/ICHAE MEPCOHATBHBIX JIAHHBIX 10:1b30BATEAV HH(MOPMALLMOHHON CHCTEMDI
710 BLISB/EHHUS MPUUUH HAPYLICHWI W YCTPAHEHUS YTUX MTPHUKH.

16. Peanuzauus tpeGoBaHuUi 110 oBecrieueHnto 6e30MacHoCTH MH(POPMALIK B cpegcTBa\
3aLMTBl MH(OPMALIMK BO3/1AraeTes Ha UX pa3padoTUMKOB,

17. Pe3yabTaThl OLEHKK COOTBETCTBUS M (MIM) TEMATUHECKHX MCCIIC/0BAHNN CPEICTB
3aUMThl  MHPOPMALMKM,  NpeaHasHadeHHbIX s obecnevenus  6€30MacHOCTH
MepcoHalbHbIX JAaHHBIX NpH UX 00paboTke B MH(OPMALMOHHBIX CUCTEMAX WIKOJIbI
OLIEHMBAIOTCS B XOJE OKCMEpPTH3bl. ocyulecTasemMoi PenepanbHoi  ciyx00i 110
TEXHUYECKOMY M JKCMOPTHOMY KOHTpoato u PejepaibHol ciayxOoi OesonacHocTy
Poccuiickoit @enepatu B npe/ieiax UxX noaHOMOUMM.

18. K cpeactsam  3auuThl  MHGOPMALMK.  NPEHA3HAYCHHBIM Ui o0ecrieueHus
6e30MacHOCTH  MEPCOHAIbHBIX JAHHBIX [PU WX  00paboTke B HMHPOPMALMOHHbBIX
CHCTEMAX  LWIKOJbI  MpUIAraloTes  [paBuia  [01b30BaHUS  ITUMH  CPCACTBAMM.

corsnacoBaHHble ¢ DeaepanbHON ¢1yKO0H N0 TEXHHUECKOMY M IKCITOPTHOMY KOHTPOJIHO
n PenepanbHON cnmoon oeszonacHoctu Poceuiickoit Penepaunn B npejeax Mx
MOJIHOMOYUHA.

V3MeHeHHue yCA0BUI NPUMEHEHUS CPEACTB 3allMThl MH(POPMALIMK, TPEILYyCMOTPEHHbBIX
YKa3aHHBIMU  [IPAaBMJIaMH, COIJIACOBLIBACTCA € OTUMHM  (eaepalibHbIMK - OpraHamu
MCTIOJIHUTENIbHOW BJACTH B MpeAe1ax UX NMoJHOMOUYMH.

19. CpenctBa 3awuThl  MH(OPMALMK,  NpEAHA3HAYEHHbIE s obecnedeHus
0e30MacHOCTH  MEePCOHaNbHBIX JlaHHbIX npu WX 00padoTke B WMHOOPMALUMOHHbIX
cucTemMax LIKOJbl MOMIEKAT YUETY C HWCIHOIb30BAHUEM MHICKCOB WM YCIOBHbIX
HAMMEHOBAHMI M PErUCTPALIMOHHBIX HOMEPOB. KOTOpbIE onpeenstores deaepaibHoi
CAyKOOH MO TEXHMYECKOMY W IKCIOpPTHOMY KoHTpomo u deaepaibHoOi cnyxkOoH
6ezonacHoctu Poccuiickoi deaepatinu B npeieiax ux nojHOMOUMH,

& MYHULIMNANBHOE Moanucaro undposoit noanncsIo:
OBLLEOBPA3OBATEJIbHOE MYHUUMNAILHOE
YUPEXEHVIE "CPEAHAR OBLIEOBPA3OBATENIbHOE

YYPEXIEHWE "CPEAHAA
OBILEOGPASOBATENIbHAA OBLLEOBPA30OBATE/IbHAA LLIKOJIA Ne
WKOMA Ne 73 VM. K . WYKUIHA 73 .k 3. WYKUMHA
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